& NookScan

Hidden camera & bug finder

Before

you settle

in, scan.

Check your hotel room, Airbnb or guest
house for hidden cameras and bugs with
your Android phone.

<About 5 minutes a room> <No account> (No EL
Works offline

® Coming soon to Google Play

nookscan.netlify.app
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SEPAFRICA | NOOKSCAN

WHY IT MATTERS

Hidden cameras are small, cheap and

easy to hide

A camera the size of a fingertip can sit inside an object you'd never look at twice. Most stream over Wi-

Fi or Bluetooth, and many have a lens that reflects light. NookScan looks for both, then guides you

around the room.

A lens or hole that isn't part of

the grille

Plugs and power adapters left in

sockets

Air vents and grilles high on the

Especially ones facing the bed

Streamers, routers and set-top

boxes

Large mirrors facing the bed or

< Room

1 of 15 spots checked

Smoke detector

Look for a small round lens or a hole that isn't part of
the vent grille, or a detector with a power cable
where it shouldn't have one.

Checked Looks suspicious

Clocks and alarm clocks

Check the face and front edge for a tiny dark hole.
Clocks facing the bed deserve extra care.

wall shower

Checked Looks suspicious

Bedside lamps and light fittings Photo frames, plants, books,

teddy bears

USB chargers and power adapters

The room checklist walks you through 15

places, with notes and photos.

WHAT NOOKSCAN LOOKS FOR

wi-Fi @)
Your network and
camera-style hotspots

Bluetooth Infrared
Devices that are

transmitting

Lens glint

A blinking flash makes a
real lens stand out

Magnetic field
Night-vision lights in a

dark room Part of a Pro sweep
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SEPAFRICA | NOOKSCAN HOW IT WORKS

Five steps, about five minutes

Start a sweep

NookScan scans Bluetooth for devices that are transmitting, and with Pro the Wi-Fi network you joined,
nearby hotspots with camera-style names and the magnetic field.

Camera sweep

Point your camera around the room. The flash blinks so a real lens glint stands out from reflections and LEDs.
Infrared mode looks for night-vision lights in a dark room.

Read the results

"Possible devices found", with what each device may be: a security camera, a doorbell, a TV, someone's
phone.

Find the device @D

Walk towards it with the signal bar: warmer, colder, right next to it.

Check by hand

Finish with the checklist, mark devices as yours, and save the sweep or share a report.

¢ Possible devices found < Follow the signal

Possible devices found: 1 Security / IP camera (hotspot

. N "IPC-TEST1234")
A flagged device may be legitimate (smart TV, doorbell)

and is not proof of wrongdoing.
What this signal may be: Security / IP camera

Records video and can stream it to a phone app, a

Summary recorder or the maker's cloud. Find it and check what
it points at.
Possible hidden devices 1 1 reason it was flagged on the device page.
Security cameras, doorbells, recorders 1
TVs, streamers and speakers (often the 0
hotel's)
Phones nearby, probably other people's 0 ' ' ' ' ' l l
Marked as yours 0
-12 dBm About the same
Other devices 1
Strongest so far: -11 dBm, 21 s ago Reset

@ Nearby hotspot
. Last reading 1 s ago. Measuring... Wi-Fi scan throttling is
Security / IP camera (hotspot off, so it updates every few seconds.

"IPC-TEST1234")

Security / IP camera

Records video and can stream it to a phone app, a
recorder or the maker's cloud. Find it and check what

Results with what each device may be Follow the signal to find it
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SEPAFRICA | NOOKSCAN PLANS

Start free.
Go Pro when you travel.

The app is free to install. Pro is an optional subscription in the app (weekly, monthly or yearly).

What you get Pro

Room sweep 1 a day Unlimited
Bluetooth scan v v
Camera sweep (lens glint and infrared) v v
Room checklist, guides, "found something" steps v v
Text report you can share v v
Daily security and airport tips v v
Saved sweeps v v
Wi-Fi network scan v
Nearby hotspot scan v
Magnetic field check v
Follow-the-signal bar v
PDF report, more than one room v
Airport: bags, tags, arrival check v

Free, always

Safety information, disclaimers and the room Unlimited sweeps, the Wi-Fi, hotspot and magnetic
checklist are always free. checks, the follow-the-signal bar, PDF reports and
Airport.
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More for travellers

< Airport

M Avoid a bag switch 10f5

Photograph each bag on the check-in
scale so the weight and the bag are in
one picture.

Airport @e

Photograph each bag on the check-in scale, scan the bag tag and your
boarding pass, and check your bags at arrival so you collect the right
one.

Each morning at 9:00, one room-safety tip and one Keep each room's results with the time, place
airport or taxi tip, with a bell and badge in the app. name and, if you choose, your location, so you can
Optional, and it works offline. show what you found.

No internet needed for a sweep. Turn on Wi-Fi and Bluetooth, allow Location, and you're ready.

Physical search

Most hidden cameras record to an SD card and never transmit, so the Wi-Fi and Bluetooth scans can't hear them. The
camera sweep looks for their lens and infrared light; these guides cover the rest.

”~ -~ 7~ -~ 7~ -
Room inspection Mirror test Power-source check
A checklist of 15 hiding places, Check for a two-way mirror in a Chargers, clocks and adapters
with notes and photos minute that could hide a camera
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YOUR PRIVACY

Everything stays
on your phone

No account

No account and no sign-in.

A careful Wi-Fi scan

The Wi-Fi scan only checks whether devices on
your own network answer. It never logs in to
anything or reads video.

An honest note

—

Nothing leaves the phone

No analytics, no ads, no uploads. Results, photos
and notes stay in the app's private storage.

—

Location, only when needed

Location is used only by Android's Wi-Fi and
Bluetooth scans, and only if you tick "add my
location" to a saved sweep.

No phone can find every device. A camera that records to a memory card without Wi-Fi or Bluetooth may

not show up in the scans, which is why NookScan always ends with the camera sweep and a hands-on
check of the room. A flagged device may be legitimate, such as a smart TV or doorbell, and is not proof

of wrongdoing.

Don't touch or unplug it.
Take photos.

Leave the room.

Contact the host, the platform you booked through, or the police.

NookScan's "found something" guide lists each step.
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NookScan

Hidden camera & bug finder

Physical search

Share or export what you found

Saved sweeps
eps by time, place and

Room inspection, saved sweeps and the
“found something" guide
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Before you settle in,
scan.

NookScan is in its final testing on Google Play. It will be available to everyone soon.

WEBSITE GOOGLE PLAY
nookscan.netlify.app NookScan: Hidden Camera
Finder

NookScan is provided by Ado Prudent Ltd through its SEP Africa programme, 40 Yakubu Gowon Way, Jos, Plateau State, Nigeria. Android is a trademark
of Google LLC.



